Abstract-The design of a reader antenna is described for usage in Radio Frequency IDentification (RFID) systems at 13.56 Mhz, as defined in the ISO-14443a standard. It presents the theory, with emphasis on the effect of the read out distance on the design, but also describes measurements on concrete designs to validate the formulas and statements. We also comment on practical problems that were encountered during the design process. The major contribution of this work is the generalization of the design theory for large read out distances where the conventional assumption of constant loop current no longer holds.
I. INTRODUCTION
I SO-14443a 13.56 MHz RFID systems, defined in [1] - [4] use inductive magnetic coupling to set up a two-way communication between a reader and a tag, and to provide the battery-less tag with energy. Therefore, both reader or proximity coupling device (PCD) and tag or proximity IC card (PICC) use a coil as antenna, see Fig. 1 . The reader transmits a query to the tag by an amplitude modulated (AM) magnetic field, the tag modulates the load seen by the reader at its coil of the transformer to pass an answer back to the reader.
When Radio Frequency IDentification (RFID) technology became widely adopted, several privacy and security issues came up, which is reflected in publications of, among others, Juels [5] and Langheinrich [6] . The tags designed according to the ISO standard mentioned above are usually "Reader talks first (RTF)" implementations. As a consequence there is a possibility that the tag can be read without the owner being aware of it. This threat is even more dangerous if the distance between tag and reader can be extended. Kfir and Wool [7] and Kirschenbaum and Wool [8] have designed a system for relay attacks and a low-cost extended-range RFID skimmer, respectively. In these papers, little focus is put on the actual design of the antenna and the relevant theory to achieve larger read out distances with it. This paper fills the gap. Note that nothing is adjusted to the RFID tag itself as this does not belong to the possibilities of the adversary in this setting.
Here, we first review the relevant theory in Finkenzeller [9] and Yates et al. [10] for designing the reader antenna with a certain activation range. 1 We extend this and apply it to an ISO-14443a system. The resulting design flow is summarized in Fig. 9 . We emphasize the influence of the read out distance, especially if this distance becomes reasonably large, in the order of magnitude of several tens of centimeters. 2 As most of the commercially available reader systems, such as the MIFARE Pegoda MF RD 700 used in this paper, do not focus on larger reading distance, current enhancement is most likely needed to provide enough current to the coil. Some enhancement techniques are discussed in the paper as they might alter the design decisions.
The antennas discussed in our work are connected to the output of the reader IC. If the antenna has to be placed at a larger distance from the reader hardware itself, a transmission line must be used. This also alters the design procedure, but is taken into consideration as well.
The paper is organized as follows: Section II concentrates on the actual design parameters of the loop antenna. Next several current enhancement techniques are reviewed in Section III as they might have an effect on the design. This is followed by a graphical overview of the design method in Section IV. The paper concludes with a validation in Section V.
II. LOOP DESIGN
The reader antenna has to provide the tag with a field that is sufficient to power up the hardware in the tag. Hence, the an-tenna will be designed in such a way that the magnetic field at a certain read out distance is large enough. In second order, the antenna should also be suited to receive the answer from the tag. This condition is not considered in the paper, as an adversary is presumed to have access to a separate receiving antenna if needed.
The read out distance can not be infinite, because inductive coupling from the tag to the reader implies that the tag must be in the near field of the reader. Indeed, if the tag receives a traveling wave instead of a quasi-static field, the modifications to the field due to the tag will never travel back to the reader. This means that the tag must be located in the reactive near field [10] around the antenna, in this case . Furthermore, if the total wire length of the loop becomes a considerable part of the wavelength, the loop can not be considered as a lumped element. Standing waves will cause multiple resonances and decrease the total field. In such case should be decreased and the current increased even more.
The parameters of the loop that can be chosen are shape, size, number of turns and wire diameter. These are discussed separately later and will lead to a design methodology.
Concerning balun design, needed in case of a balanced-unbalanced transition, the reader is referred to the literature. Baluns can be implemented as stubs, but at 13.56 MHz these stubs would be impractically long. Another solution would be using transformers [11] . A practical implementation is described in [12] . Yet another solution is to feed the loop in a balanced way, e.g., by a push-pull amplifier instead of a single ended amplifier.
A. Shape
Of all antennas that can be used to excite a magnetic field, a circular loop is clearly the best choice in case the current on the entire antenna is in phase. As the distance from the point where the tag is located to all current carrying parts of the antenna is equal in this case, the contributions of all parts of the antenna arrive in phase at the tag, resulting in constructive interference.
For a larger loop, where the current over the loop can not be supposed constant, it is less obvious. A spiral can slightly compensate for the phase difference over the loop by a difference in propagation distance to the tag. Moreover, a spiral has a lower inductance than a circular coil with the same number of turns , resulting in an excellent coupling factor [13] . Where this may be interesting from a power transfer point of view, it is rather irrelevant for the application envisaged here. When simply looking at maximum attainable magnetic field strength starting from a certain loop current , the circular loop is still the better choice. Moreover the circular loop outperforms the spiral in case of lateral misalignment [14] , which is very likely to occur in case of an adversary secretly reading out tags. As a consequence, the circular loop is the best choice here too.
B. Size
The larger the circular reader antenna loop is, the more current carrying parts add a contribution to the magnetic field. If the loop becomes too large, however, these contributions are very weak due to the large distance from the current carrying part to the tag. Hence, there will be an optimal loop diameter and this diameter is ruled by the read out distance. Suppose that the circular loop has a radius and the read out distance is , then should be chosen so that the magnetic field at a distance from the center is maximal.
When phase differences 3 along the total wire length of the loop are taken into account, the amplitude of the magnetic field in the direction perpendicular to the tag, at a distance becomes (see Fig. 2 for conventions)
with the number of turns of the loop, the amplitude of the loop current and the angle indicated in Fig. 2 . Finding the optimal value for thus boils down to (numerically) finding the root of the derivative of (1) (2)
A general formula for this derivative is given in Appendix. For the case of a single turn , the optimal value for and, hence, is found as the solution of (3) The result, as well as the solutions for 2, 3, 5, 10, plotted in Fig. 3 , show that as increases, also increases, even up to . But the ratio between and decreases as increases. For any number of turns, the limit for (4) This can be expected as in this limiting case, the assumption of a constant current over the entire wire length of the loop, leading to the ratio as published in [9] and [15] surely holds.
1) Total Wire Length of Loop Small Compared to Wavelength:
Under this precondition, the current can be assumed to be constant over the loop. The field is then found following Choudhury [16] : (5) The ISO-14443 standard [2] specifies the minimum (rms) magnetic field strength for the cards to operate 4 as . Combining (5) with (4) yields (6) The minimum current (rms) needed in the reader antenna (with in m) is (7) Assume, e.g., , and . The current with (7) will be 0.78 A and the voltage (8) It is obvious that applying this voltage directly to the loop is not practical. Hence current enhancement techniques, covered in Section III, should be used.
2) Total Wire Length of Loop Comparable to Wavelength:
As soon as the total wire length of the loop is considerable, say as a rule of thumb, the magnetic field of the loop will be smaller than what would be expected when using (5), which is indeed invalid in this case. Due to the phase differences over the loop, the contributions of all parts of the loop at the location of the tag will not be in phase and partial cancellation will occur. In that sense it might even be more advantageous to use a slightly smaller loop with more current, as Fig. 3 indeed indicates. 3
) Total Wire Length of Loop Multiple of Half Wavelength:
If the loop perimeter equals half a wavelength or a multiple, standing waves will occur. The loop itself will then resonate and the reactance on the Smith chart crosses the real axis, going from inductive to capacitive impedance. This dependence of the reactance on the frequency has its effect on the usage of the coil in an RLC circuit to enhance current. If, for example (16) , the resonance condition for a combined series-parallel RLC, has, due Fig. 4 . jH j at r when optimal r for that value of r is used. I = 1 A.
to frequency dependence, multiple solutions for different , the RLC system will resonate at multiple frequencies and the energy will be divided amongst them. Fig. 8 shows multiple crossings of the curves for the resonance condition and the imaginary part of the input impedance.
C. Number of Turns
Looking at (5), which is only valid for small loops and in the case the coil is fed with a current source, it is tempting to think that a high will result in a high magnetic field at the tag location. The considerations later, however, argue against a value of . 1) Phase Degradation: The more turns are used, the longer the total wire length of the loop and hence the more pronounced the effect described in Section II-B-2 becomes. For a small loop, fed by a current source, the magnetic field can be boosted by taking more turns. But as soon as the total wire length of the loop can not be regarded small compared to the wavelength, it is advantageous to take smaller. Fig. 4 depicts the magnetic field as a function of in the case of 1, 2, 3, 5, 10 when the optimal as calculated in Section II-B is used. The conclusion that using more turns is only advantageous for smaller , is clear.
2) Loop Impedance: For a loop, fed by a voltage source, discarding the small ohmic and radiation resistance with respect to , following Schrank and Mahony [17] : (9) with the inductance of a loop of the same size with only one turn. Thus, maximizing , in order to maximize in (5), means and small. 3) Bandwidth: When the loop antenna is placed in an RLC chain and used for a communication link, raising is not without a price. As is proportional to the quality factor, defined later on in (15) , it can only be increased up to a certain level as otherwise the bandwidth of the system would become too small. This is not in contradiction with the results of Yates et al. [10] , namely that the power transfer ratio is proportional to , but they do not consider bandwidth issues. 4) Self-Resonance Frequency: When the loop perimeter is about half a wavelength, the loop will resonate. But if the loop has multiple turns, resonance at lower frequency occurs due to the parallel resonance of the inductance of the loop and the capacitance between its turns. Above its resonance frequency, the loop starts to behave as a capacitance. Therefore it is important to know the resonance frequency of the loop. The capacitance between two turns can be calculated with Magnusson [18] (10)
where stands for the wire radius and is the distance between the centers of the two wires.
If the wire has an insulation with a relative permittivity different from 1, in Grandi [19] the formula becomes (11) where the insulation of both wires is supposed to touch, resulting in with the insulation thickness. This formula only holds for a radial electric field in the insulation, which is surely not the case for . Hence, substituting into formula (11) does not result in (10) due to approximations used in the model that led to (11) .
If an inductor with multiple turns is used, the equivalent capacitance is found as the series circuit of all turn-to-turn capacitances. This is a simplification and it assumes that the capacitance between nonadjacent turns can be neglected. In Fig. 5 , the equivalent circuit of an inductor with all capacitances is drawn. The capacitances that are neglected are drawn with dashed lines.
Note that discarding the capacitance between nonadjacent turns implies that the self-resonance frequency only shifts downwards by a factor when adding more turns. Indeed, the resonance frequency is found as (12) where and indicate the inductance (in the presence of the other turns), respectively, capacitance of a single turn.
still depends on the number of turns, is the inductance of a single turn in the absence of all other turns. Table I shows the result obtained from (12) .
Taking the interturn capacitance into account, the impedance of the coil equals (13) which is again frequency dependent, possibly causing resonances at multiple frequencies, similar to those mentioned for in Section II-B-3. 
5) Resistance of Parallel Wires:
Another disadvantage of multiturn loops, is their increased ohmic resistance. Due to the interturn coupling, the current in the loop wire is even more confined than should be expected due to the skin effect alone. Smith [20] provides formulas to calculate this effect in the case of a loop that is small compared to the wavelength.
The argumentation above leads to the conclusion that should be taken small unless only power transfer is considered or the loop antenna is fed by a current source and is rather small.
D. Wire Diameter
Section II-C revealed that when a voltage source is used, or the loop is placed in an RLC chain and used for data communication, its inductance should be small. Using a wire with large diameter reduces .
III. POWER SOURCE AND CURRENT ENHANCEMENT As aforementioned and expressed in (7), a minimum amount of current is needed to activate the RFID tag. This current can be directly drawn from an external power source, but sometimes it can be more convenient to enhance the current if for example a powerful power source is not available. This can be done either passively by means of an RLC circuit or actively with the aid of an amplifier. The choice of power source and enhancement technique affects the design of the loop so these need to be taken into consideration. Some passive enhancement techniques are treated later. An active amplifier can enhance the current in the coil even more. A class E amplifier, Sokal and Sokal [21] , would, e.g., be a good choice. As such, this is beyond the scope of this paper.
When adding a capacitor and a resistor to the loop, in order to obtain an RLC circuit, many combinations with a capacitor, inductor and resistor can be made. Only the ones with , the inductance of the loop antenna, and in series are considered for this application, because the loop resistance is inherently in series with the inductance of the antenna [22] . If an external resistor has to be added, it is preferably added in series with the loop, for the same reason. The internal resistance of the capacitors is smaller and will be neglected. An overview of the possible circuits is given in Fig. 6 . In this figure the top left configuration is the best choice if a source can deliver an unlimited amount of current, the top right setup is optimal when a source can provide the circuit with high voltage. On the other hand, the bottom configurations ease the need for high voltage or current.
1) Series RLC Chain: In this case, the current in the loop will be maximum when , the impedance is minimal.
The voltage over the loop is (14) where is the quality factor of the circuit. The higher , the larger the current in, and the voltage over, the loop, but the lower the bandwidth of the circuit. This follows from the definitions [23] : (15) with the resonance frequency. As a minimum bandwidth is needed for data transfer, the value for is upper bounded by the data rate.
2) Parallel RLC Chain: Here, the current in the loop only depends on the voltage applied to the RLC chain, but the current drawn from the source will be minimum if the condition or is met. In this case the impedance of the chain is maximal as is the current amplification.
3) Combined Series/Parallel RLC Chain: The loop current is maximized when (16) Due to the second degree of freedom, , any value for the impedance can be obtained (17) Hence, this is the best choice for the resonance circuit, as it allows to match the internal resistance of any source, to ensure maximum power transfer to the load. If the loop antenna is located at a distance from the reader, a transmission line has to be used to connect both and the use of the combined chain is obligatory: of the four circuits, only this one can match the characteristic impedance of any line.
4) Combined Parallel/Series RLC Chain:
The loop current is maximized when . This is identical to the resonance condition of the series resonance chain. The second degree of freedom, , can again be used to choose the input impedance of the chain (18) but to a lesser extent than was the case in the series/parallel chain as will always be smaller than . In order to use the RLC equations mentioned earlier, the inductance of the antenna should be either calculated [24] with (19) or measured [25] . Both ways of obtaining are not very accurate. Even more, the value for also depends on the surroundings, especially for larger loops. The presence of metal is one of the reasons for this alteration. Consequently, the value for the capacitance needed after installation can differ slightly from the value calculated with the design equations given above. This problem is easily solved by tuning 5 the resonance circuit, using trimming capacitors. Automatic tuning compensates on the fly, but, at the cost of increased complexity. One example [26] uses a control circuit to set the DC bias in a ferrite core to change the inductance of a coil.
The last parameter to determine is the resistance . The total resistance of the chain will be the internal resistance of the loop and an external resistor that is deliberately added. The equations above show that the value of can also influence the resonance frequency of the chain. This deviation can also be corrected by tuning the capacitors, so that the value for can be determined only based on the requirements for . 
IV. DESIGN FLOWCHART
An overview of the proposed design method is given in Fig. 9 . The reading distance and the working frequency result with the aid of the derivative of formula (1) in the ideal loop radius . The source and the quality factor determine the number of turns, , according to Section II-C. When choosing , the self-resonance of the loop should be checked to ensure that the self-resonance frequency of the loop is higher than the working frequency . The loop radius is another parameter which affects this self-resonance. The specifications of the application also define . From this, together with and , it is possible to calculate , see (7) . If current enhancement is needed, a decision on the type of passive enhancement can be taken based on the type of source. Together with the inductance of the loop and the internal resistance , which are defined by a number of characteristics of the loop, the needed and for the RLC-circuit are easily found by applying the formulas in Section III. After some additional manual tuning, the design is finished.
If no current enhancement is needed, the circuit should be checked for unwanted resonances; if these are present, suppression should be supplied.
V. VALIDATION AND CONCLUSION
Three antennas were made to validate the formulas and statements: two solid copper wire loops, one with , another one with and one copper tube loop, see Fig. 7 . Their geometrical parameters are summarized in Table II . The MIFARE Pegoda MF RD 700 is used as a reader. Its RF output is a voltage source with internal resistance. For such a source, as explained in Section III, the best choice is the series-parallel circuit. Tuning is necessary because the frequency response of the circuit is very sensitive to and neither the measured nor the calculated are accurate enough. The calculated inductances were verified against values derived from measurements. Due to balun problems the measurements were inaccurate for the copper tube loop; instead the loop was replaced by lumped elements until the resonance frequency matched the original one. The values obtained can be found in Table II. The resonance circuit is a variation on the series-parallel circuit: it consists of an upright and a mirrored version of it to feed the antenna in a balanced way. If this is not done, problems as those shown in Fig. 8 can arise because of a transition from a balanced loop to an unbalanced vectorial network analyzer. The simulated curve is obtained from a NEC simulation with 400 divisions along the circle perimeter.
Furthermore, Table II also lists some electrical parameters: the magnetic field at the origin of the loop and the maximum reading distance with a MIFARE card. For the latter measurement no other alterations were done to the setup but tuning the resonance circuit. For the first measurement, an , 3-cm magnetic field probe is utilized [27] .
In Table II , it is noticed that the loop with two turns generates a higher magnetic field compared to the loop with one turn, but this does not result in a larger reading distance because of a which is too high, so that even at a very small distance no communication can take place in this setup. Adding an external resistor can solve this, but this is beyond the scope of validating the formulas and statements. When holding a card very close to the copper tube, this card could be read by the reader, but the reader could not supply enough current to obtain a functioning system with a card at the origin or further along the axis. Another difference between the two solid wire loops is the remarkably lower of the two turn loop. This confirms the explanation of (11) where the effect of is demonstrated. Here, [28] . From these measurement results the conclusion can be drawn that the formulas to design a loop antenna for an ISO-14443 system summarized in this paper, are valid. 
